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The Netscape CA - User Interaction

An identity certificate binds a user name to a public key in a
document issued by a trusted third-party (the Certification
Authority.) The private key and the public key are
cryptographically bound - what one encrypts only the other can
decrypt. It is this binding that allows the private key - if it has been
held in confidence by its owner - to strongly authenticate the owner
to anyone who obtains the owner’s public key from the CA.
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Generation, Maintenance, and Use of A Public-Key Based Identity - Netscape CA

user
environment

(Netscape
identity)

verification of user
identity

CA LDAP directory
server

user request
user

environment
(Netscape
identity)

export / import PK
identity

Certification Authority for User Identity

PK certificate signing
request

PK certificate
generation

access control

access
request

identity
verification



 4

[Netscape.User-CA.interaction.VG.fm - January 20, 1998]

Akenti / Netscape: Identity Establishment

Imaging and Distributed Computing Group,
Information and Computing Sciences Division

Accepting the CA’s certificate.
_____________

The Netscape browser requires an explicit action on the part of the user if a certificate
is presented to the browser.
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The Certification
Authority issues

identity certificates
to users.

_____________

The CA will have a
published policy on what is
required of the user in
order to receive a
certificate. The request is
received by the CA
administrator and held
until the user identity
verification process has
been completed.
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The user supplies
the basic

information for a
certificate

_____________

“Your Full Name”
becomes your “Common
Name” in the X.509
certificate. If the same CA
issues you multiple
certificates, then the
names must be unique.

The exact form of “Org.
Unit”, “Org.”, and
“Country” must be
obtained from the CA
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User key-pair generation
———————————————

The browser generates you public/private key pair, stores the private key locally, and
packages the public-key as part of the certificate request.
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Your private key IS your identity!!
_____________

Netscape keeps a database of private keys and the associated X.509 Common Names.
This database must be passphrase protected. Use an unguessable, but easily
remembered passphrase. WRITE IT DOWN (and carry it in your wallet or similarly
private but convenient place).
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The CA Administrator
interface.

_____________

The request waits until the
administrator has performed any
necessary identify verification.
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The certificate pointer that was
mailed by the CA is invoked by
the user to install the certificate

in the local environment.
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Certificate
installation
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The Netscape 4 /
Communicator

Security interface -
after the new

certificate has been
installed.
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The CA
Administrator
contacts the

directory server to
install the new User

Certificate in the
CA LDAP database

so that it will be
available to Akenti.
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The directory
location is given as

the lowest level node
(i.e. the full path

name of the
“directory”) in the
X.500 information

tree.
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The directory can
probably be
populated

automatically with
associated

information.
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Identity certificates must be
in the CA’s LDAP server for

Akenti to be able to use
them.
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Directory
server

maintenance.
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certificate
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